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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT
(continued)

The purpose of this modification is to require, pursuant to the “Changes” clause,
additional project support for NASA enterprise solutions for secure authentication

as delineated in PWS section 3.3.5, Page J-1-24. Accordingly, NNMO4AA02C is
modified as follows:

A. Attachment J-1, Performance Work Statement, is revised to direct the
contractor, pursuant to the “Changes” clause, to provide additional

project support for NASA enterprise solutions for secure authentication
as delineated on the revised PWS Page J-1-24, Section 3.3.5.

B. It is mutually agreed and understood that the modification for the effort
delineated in (A) above covers only the period of November 1, 2005
through December 31, 2005, and that a not-to-exceed (NTE) cost for
performance of the work covered by this change in the amount of
$483,428 is hereby established. Further, it is agreed and understood
that a total NTE cost for performance of this change covering the period
November 1, 2005 through December 31, 2008, in the amount of
$9,153,215 is hereby established. It is further agreed and understood
that any costs ultimately definitized over and above the NTE amounts

established for the periods covered by this change shall be non-fee
bearing.

C. The proposal to be definitized as a result of this change order shall be
submitted as Revision 3 to SAIC proposal SAIC-P-012, Revision 2,
dated October 14, 2005 and should reflect the deletion of costs for the
month of October, 2005. This change order effort and subsequent
proposal is required in order to allow immediate commencement of the
effort until such time as technical issues related to Revision 2 can be
resolved. This proposal shall prepared in accordance with FAR
Subpart 15.4, Table 15-2 (in the format prescribed for “Change Orders,
Modifications, and Claims”) and included costs through Option Period
No. 2. This proposal shall be submitted by November 8, 2005.
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D. The modification(s) made above are reflected in total on the change
page(s) enclosed herewith. In order to reflect the change(s) made, the
page(s) listed below are hereby deleted from, or added to,
NNMO4AA02C. Either bolded text or a vertical change bar included in
the right margin indicates the specific area(s) of change.

Page(s) Deleted

Page(s) Added

J-1-24 J-1-24

E. All other terms and conditions of NNM04AAO2C remain unchanged.



3.34 IT Security Perimeter

The contractor shall provide support to implement and maintain a consistent I'T
security perimeter. In providing this service, the contractor shall:

a.

Provide a phased approach toward centralized operations of a security perimeter
with respect to firewalls and intrusion detection systems. The contractor shall
provide a secare NASA WAN perimeter that includes monitoring, firewall and
DOS services for NASA at each peering point.

Develop and maintain a Demilitarized Zone (DMZ) design consistent with the
Agencywide architecture and environment in support of Agencywide projects
and collaboration (DRD 974MA-007). Monitor the traffic passing into and out
of the perimeters of each Center and provide an analysis of the nature of the
traffic showing what types of services are being used, the volume of traffic
associated with the services, how connections are made, and their identity.
Deploy and operate network encryption services such as VPN or point-to-point
solutions. The contractor shall provide recommendations on how to support out
of band management of IT security monitoring, data analysis engines, firewall
and VPN services and the operations and maintenance for such devices.

3.3.5 Secure Authentication Service

The contractor shall operate and maintain a secure authentication service. In
providing this service, the contractor shall:

a.

b.
c.
d.

c.

Create, issue, and manage smart card authentication and secure tokens. Maintain
records in accordance with DRD 974MA-007.

Provide smart card administration for the Agency.

Maintain and operate the secure authentication infrastructure.
Coordinate in a seamless fashion with the appropriate security services
organizations regarding smart card administration.

Integrate Agencywide applications with the smart card.

In addition, the contractor shall provide project support (e.g., conversion) for NASA
enterprise solution for secure authentication, including Common Badging Access Control System
(CBACS), NASA Integrated Services Environment (NISE), Headquarters Electronic Messaging
Initiative (HEMI), and E-Authentication.

34 DATA CENTER SERVICES

The contractor shall provide the data center services that centrally manage computer
systems and computer operations for the Agency. MSFC is delegated project management
responsibility for the NASA ADP Consolidation Center (NACC), a centralized mainframe
capability, and for other Agencywide midrange/server systems. The data center shall provide the
following for the Agency and its customers:

a.

Consolidation and centralization of various NASA center workloads onto fewer

mainframe and midrange/server platforms and operating environments that are '

standard 1n nature.

J-1-24 (Mod. 58)



	
	
	
	
	


